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i.i Core isolation

Security features available on your device that use virtualization-based
security.

This change requires you to restart your device.

Memory integrity

Prevents attacks from inserting malicious code into high-security
processes.

A Memory integrity is off. Your device may be vulnerable. Dismiss
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Microsoft has improved the default Windows Defender by leaps and bounds with
Windows 10 update. It's the default and preferred choice for many to keep their
computer virus-free. The system has a ‘Memory Integrity’ security feature to
protect critical processes and attacks at the kernel levels. However, the function
seems to be disabled for many due to incompatible drivers. If you are one of the
affected ones, read the troubleshooting steps to fix the problem.

Memory integrity prevents attacks from inserting malicious code into high-
security processes. Once you resolve incompatibilities with drivers, the system
will enable the function for your PC.

1. Enable Memory Integrity via
Group Policy Editor

Group Policy Editor menu is available only to Windows 11 Pro users. You can
use it to enable Memory integrity on your PC. Follow the steps below.

Step 1: Press the Windows key and search for Group Policy Editor.

Step 2: Head to Computer Configuration > Administrative Templates.

20f17 5/20/2023, 8:20 PM



Top 6 Ways to Fix Incompatible Drivers Error for Memory Integrity in...

3of 17

https://windowsprime.com/top-6-ways-to-fix-incompatible-drivers-error...

1=/ Local Group Policy Editor

File Action View Help

=/ Local Computer Policy

v i Computer Configura
> [l Software Settings
> ] Windows Setting:
> [ Administrative Te

v & User Configuration
> 2] Software Settings
> [ Windows Settings
> [] Administrative Te

e Al = NEIN ?

Select an item to view its description.

/% User Configuration

Name

i Computer Configuration

Step 3: Select the System folder.

=/ Local Group Policy Editor

File Action View Help

=/ Local Computer Policy

» [ Software Settings
> ] Windows Setting:
> | Administrative Te
v % User Configuration
> [l Software Settings
> .fl Windows Settings
> ] Administrative Te

S A REY

v i Computer Configura||

oI ¢

Select an item to view its description.

Setting

| Control Panel

(< Desktop

| Network

| Printers

[ Server

[ Start Menu and Taskbar
= System

| Windows Components
[ All Settings
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Step 4: Open ‘Device Guard'.

Device Guard Setting
| Access-Denied Assistance
] App-V
| Audit Process Creation
__| Credentials Delegation

— T

| Device Health Attestation Service
| Device Installation
"1 Disk NV Cache
| Disk Quotas
| Display
" Distributed COM
| Driver Installation

" Early Launch Antimalware

| Enhanced Storage Access

Step 5: Select ‘Turn On Virtualization Based Security’.
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Turn On Virtualization Based Setting
Security

iz| Deploy Windows Defender Application Control

Edit policy settin A F5] Turn On Virtualization Based Security
Rolicy setiing

Requirements:
At least Windows Server 2016,
Windows 10

Description:
Specifies whether Virtualization
Based Security is enabled.

Virtualization Based Security uses
the Windows Hypervisor to
provide support for security
services. Virtualization Based
Security requires Secure Boot, and
can optionally be enabled with the
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Step 6: Select the radio button beside ‘Enabled’ and hit Apply. Select Ok, and
you are good to go.
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E} Turn On Virtualization Based Security Previous Setting Mt Coathins

© Not Configured Comment: a
O Enabled *—
O Disabled a
Supported On: At jeast Windows Server 2016, Windows 10 &
Options: Help:
Select Platform Security Level: Specifies whether Virtualization Based Security is enabled.
Virtualization Based Security uses the Windows Hypervisor to I
_ o ] ) provide support for security services. Virtualization Based Security
Virtualization Based Protection of Code Integrity: requires Secure Boot, and can optionally be enabled with the use

of DMA Protections. DMA protections require hardware support
and will only be enabled on correctly configured devices.
Require UEFI Memory Attributes Table
Virtualization Based Protection of Code Integrity
Credential Guard Configuration:
This setting enables virtualization based protection of Kernel
Mode Code Integrity. When this is enabled, kernel mode memory
: . protections are enforced and the Code Integrity validation path is
fi -

ecure Launch Configurmbion protected by the Virtualization Based Security feature.

The "Disabled" option turnsfpff Virtualization Based Protection of
Kernel-mode Hardware-enforced Stack Protection: Code Integrity remotely if it fvas previously turned on with the
"Enabled without lock" opti

The "Enabled with UEFI loc ion ensures that Virtualization

oK Cancel

Restart your PC.

2. Enable Optional Features on
Windows 11

If ‘Virtual Machine Platform’ and ‘Windows Hypervisor Platform’ features are
disabled on your PC, it may affect the memory integrity feature. Follow the steps
below.

6of 17 5/20/2023, 8:20 PM



Top 6 Ways to Fix Incompatible Drivers Error for Memory Integrity in...

7 of 17

Step 1: Press Windows + | keys to open the Windows Settings menu.

Step 2: Select ‘Apps’ from the left sidebar.

Step 3: Open ‘Optional features’.

https://windowsprime.com/top-6-ways-to-fix-incompatible-drivers-error...

I# Apps &—

:. Accounts

P Time & language
9 Gaming

K Accessibility

W Privacy & security

@ Windows Update

{3 Windows Fax and Scan

{B Windows Media Player Legacy

{B Windows PowerShell ISE

{3 WordPad
Related settings /
EE More Windows features

Step 4: Scroll down to more Windows features.

Step 5: Enable Virtual Machine Platform and Windows Hypervisor Platform

options and hit OK.
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l?j Windows Features - 0 X

Turn Windows features on or off @@

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

() SMB 1.0/CIFS File Sharing Support
SMB Dirgct

Client

TP Client

- Virtual Machine Platform

Windows Hypervisor PIER@pRIRS platform support for virtual machihes_

~ Windows Identity Foundation 3.5
Windows PowerShell 2.0
Windows Process Activation Service
Windows Projected File System
Windows Sandbox

 S—

H

EX)
00008 ddaoo

~ Windows Subsystem for Linux
- Windows TIFF IFilter
- Work Folders Client

OK Cancel

Once Windows applys the changes, reboot the PC and enable Memory integrity
from the Windows Security menu.

3. Perform a Clean Boot

If the memory integrity function is still not enabled on your computer, it's time to
perform a clean boot. Here, you basically turn off all services except the
essential Microsoft services. It's quite easy and straightforward to boot your PC
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into a clean state.

Step 1: Press Windows + R keys to open the Run menu.

Step 2: Type msconfig and hit OK.

(=] Run X

@ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

https://windowsprime.com/top-6-ways-to-fix-incompatible-drivers-error...

open: | MR / v

‘ OK | Cancel Browse...

Step 3: Select ‘Selective startup’ and click ‘Load system services'.
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Ey System Configuration
General Boot Services Startup Tools

Startup selection

() Normal startup
Load all device drivers and services

O Diagnostic startup

Load basic devices and services only

Selective startup
Load system services
Load startup items

Use original boot configuration

Cancel

Apply

Help

Step 4: Move to the Services tab and select ‘Hide all Microsoft services’. Click

‘Disable all'.
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E4 system Configuration X
General Boot Services Startup Tools
Service Manufacturer Status Date Disabled

[ JAdobe Acrobat Update Service Adobe Inc. Running I
AdobeUpdateService Adobe Inc. Running
Adobe Genuine Monitor Service  Adobe Systems, Incorpora... Running
Adobe Genuine Software Integri... Adobe Systems, Incorpora... Running
AllJoyn Router Service Microsoft Corporation Stopped
Application Layer Gateway Service Microsoft Corporation Stopped
& AMD Crash Defender Service Advanced Micro Devices, I... Running
AMD External Events Utility AMD Running
Application Identity Microsoft Corporation Stopped
@ Application Management Microsoft Corporation Stopped
Microsoft Corporation Stopped
eployment Service (App... Microsoft Corporation Running
& ARDURY CRATE Service ASUSTeK COMPUTER INC.  Running
S Cam Saniira ASIISTak Camnitar Tne Riinnina

t some secure Microsoft services may not be disabled. Enable all Disable all
(_J Hide all Microsoft services
Cancel Apply Help

Step 5: Click Appy and select Ok.

Restart your PC and head to Windows Security to enable Memory Integrity

function.

4. Update Incompatible Drivers

You can update outdated drivers on your computer and enable memory integrity

without any problem. You need to use the Device Manager menu to make

changes.

Step 1: Right-click on Windows key and open the Device Manager menu.

Step 2: Select View’ in the menu bar.
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Step 3: Select ‘Show hidden devices’.

https://windowsprime.com/top-6-ways-to-fix-incompatible-drivers-error...

File

b
»
>

>

Action = View Help

== = -

v % DESKTO

iy Aud

9 Blue

E Con
Disk
Disg
Firm
Hun
= IDE.
Keyl
B Mic

= Mor..._..

CEAC TN

Devices by type
Devices by connection
Devices by container
Devices by driver
Drivers by type
Drivers by device
Resources by type

Resources by connection
Show hidden devices

Customize...

¥ Network adapters
E? Other devices

& Ports (COM & LPT)
= Print queues

u Processors

B Security devices
¥ Software components

Step 4: Check for yellow exclamation marks beside outdated drivers from the

list.

Step 5: Right-click on such drivers and select ‘Update drivers’ from the context

menu.
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i.. Sound, video and game controllers
S Storage controllers

b

W

b

£3 System devices

m

v @ Universal Serial Bus controllers

AMDUSB 3.10ext =~~~ ~— 7 N
AMD USB 3.10 eXt Update driver

AMD USB 3.10 eXi Uninstall device

USB Composite D

USB Composite D Scan for hardware changes

USB Root Hub (U
USB Root Hub (USU 23)
USB Root Hub (USB 3.0)

Properties

o =@ =@ =@ =@ =@ =@ =@

Step 6: Follow on-screen instructions to complete the update process.

For more details, read our dedicated post to update drivers on Windows.

5. Use Security Processor
Troubleshooting

You can run security processor troubleshooting and reset TPM (Trusted Platform
Module) to fix issues like memory integrity greyed out.

Step 1: Press the Windows key and search for Windows Security.
Step 2: Hit Enter to open the app.
Step 3: Select ‘Device security’ from the left sidebar.

Step 4: Open Security processor details.
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8 Device security

Security that comes built into your device.

Home ecurity processor details

Virus & threat protection

83 Data encryption

Account protection

Helps protect your data from unauthorised access in cas

Firewall & network protection is lost or stolen.

Manage BitLocker drive encryption
App & browser control

Device security *- Standard hardware security not supported.

Device performance & health Learn more

Step 5: Select ‘Security processor troubleshooting’.

Step 6: Click ‘Clear TPM’ and restart the PC.

Error messages

(@ None.

Clear TPM

Clearing the TPM resets it to default settings. Make sure to back up
your data before clearing the TPM. Your device will restart to
complete the action.

Clear TPM \

6.

14 of 17

Update Windows 11
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An outdated Windows 11 build can lead to issues like incompatible drivers errors
for memory integrity. Microsoft frequently releases new updates to add features,
install the latest drivers, and fix bugs.

Step 1: Open the Windows Settings menu.
Step 2: Select Windows Update from the left sidebar.

Step 3: Download and install the pending Windows update on your PC.

m You're up to date

Find a setting Q
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We don’t recommend using your Windows PC with the memory integrity option
disabled. Which trick worked for you? Share your findings in the comments
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